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Lesson 1: Course Introduction

Lesson Introduction
Welcome to the Safeguarding Classified Information in the National Industrial Security Program (NISP),

course.

Safeguarding classified information isimperative for our national security. Safeguarding classified
information means being able to securely receive, use, store, transmit, reproduce and appropriately

dispose of classified information either generated by or entrusted to your company.

Requirements forsafeguarding classified informationin the NISP are stated inthe National Industrial

Security Program Operating Manual (NISPOM).

In this course, you will learn about the measures you and your company must take to ensure that

classified informationis protected from loss or compromise.

Course Objectives

Here are the course objectives. Take amomenttoreview them.

Identify the generalrequirements for safeguarding classified information
Identify the requirements for control and accountability of classified information
Identify options and requirements for storage of classified information

Identify requirements for disclosure of classified information

Identify requirements for reproduction of classified information

Identify requirements for disposition of classified information

Course Structure

This course is organized into the lessons listed here.

Course Introduction

Basic Concepts

Obtaining Classified Information
Storing Classified Information
Reproducing Classified Information
Disposition of Classified Information
Safeguarding Challenge

Course Conclusion

Jan 2023 Centerfor Development of Security Excellence 1
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Lesson 2: Basic Concepts

Lesson Introduction
Before you learn about the various measures forsafeguarding classified information, there are some

conceptsrelated tosafeguardingthatyou should know.

Objectives

Here are the course objectives. Take amomenttoreview them.

e Distinguish between the different types of classified information
o |dentifythe disclosure requirements for classified information
e |dentify the information management requirements for classified information

Types of Classified Information

Classification Levels

Classified informationis categorized into three classification levels, CONFIDENTIAL, SECRET, and TOP
SECRET.

Classification levels are applied to national security information that, if subject to unauthorized
disclosure, could reasonably be expected to cause damage, serious damage, or exceptionally grave

damage to national security.

Each classification level hasits own set of requirements for safeguarding. The higherlevel of
classification, the more protection the classified information requires to reasonably prevent the

possibility of its loss or compromise.

Forms of Classified Information

All forms of classified information must be protected.

Forms of classified information include classified finished or final documents, both paper-based and
electronic, classified working papers, classified information identified for destruction, and

classification-pending material.
Classified working papers are documents that are generated to prepare afinished document.

Classified information identified for destructionis no longer needed and shall be destroyed using
approved methods and equipment prescribed by the NISPOM or other government guidance

provided.

Jan 2023 Centerfor Development of Security Excellence 2
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Classification-pending materialis material that requires a classification determination from the

Government Contracting Activity (GCA).

This material must be safeguardedin accordance with the proposed highest classification level until

guidance isreceived fromthe GCA.

Disclosure of Classified Information

Disclosure to Authorized Persons

You must ensure that classified informationis disclosed only to authorized persons. An authorized
personissomeone who has a favorable determination of eligibility, also referred to as a personnel
clearance (PCL), foraccess to classified information, has signed an approved nondisclosure agreement

(NDA), and has a need-to-know (NTK) forthe classified information in performance of official duties.

So you are only authorized to disclose classified information to your cleared employees, to another
cleared contractor or sub-contractor, to a cleared parent company or subsidiary, withina multiple
facility organization (MFO), to Department of Defense (DOD) activities, orto Federal agencies when
theiraccessis necessary forthe performance of tasks or services essential to the fulfillment of a

classified contract, prime contract, or subcontract.
Note that disclosure of classified information may be done in oral form.
This will be discussed laterin the course.

Disclosure to Authorized Persons

Before disclosing classified information to another DOD activity, Federal agency, foreign person,
attorney, or Federal or state courts, you must have authorization fromthe DOD activity or Federal

agency that has classification jurisdiction over the informationin question.

Finally, classified information must never be disclosed to the public, and unclassified information

aboutclassified contracts may only be released to the publicin accordance with the NISPOM.
Althoughitis no longerclassified, declassified information may not be disclosed to the public, unless
approved in the same manner as classified information

Information Management Requirements

Information Management Systems

Contractors are required to establish an information management system (IMS) to protect and control

all classified information in their possession, regardless of media, toincludeinformation processed on

Jan 2023 Centerfor Development of Security Excellence 3
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authorized information systems.

The purpose of the IMS is to verify that classified information in the contractor’s custody is used or
retained fora lawful and authorized U.S. Government purpose only. Thereisnota required format
for information management systems. Aninformation management system canbe inthe form of an
electronicdatabase, orassimple asa spreadsheet orlog. You must demonstrate how the IMS

accounts for, protects, and justifies the retention of classified information at the facility.

TOP SECRET Accountability

Access and accountability records must be keptatvarious pointsinthe TOP SECRET information
lifecycle. Contractors are required to establish controls for TOP SECRET information and material to

validate that proceduresare in place to address accountability, need-to-know, and retention.

These controls are in addition to the IMS and must be applied to TOP SECRET information, regardless
of the type of media. Thisincludes TOP SECRET information processed and stored on authorized

classified information systems.

When TOP SECRET informationis produced by a contractor, a record must be kept of the following:
whenthe finished document was completed, when the information is retained for more than 180

days regardless of its stage of development, and whenitistransmitted inside or outside the facility.

For more information about transmitting outside the facility, refertothe Transmission and
Transportation forIndustry e-Learning course offered by the Center for Development of Security

Excellence (CDSE).

If the TOP SECRET material isnotstoredinan electronicformaton an authorized classified
information system, each TOP SECRET item must be numberedin a series and the copy number must

be placed on each TOP SECRET documentand all associated transaction documents.

The Cognizant Security Agency (CSA), may make specificdeterminations regarding the contractor’s

procedures for TOP SECRET accountability.

TOP SECRET control officials must be designated to receive, transmit, and maintain access and

accountability records for TOP SECRET information.

An inventory must be conducted annually unless a written exception is obtained from the GCA.

Jan 2023 Centerfor Development of Security Excellence 4
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Lesson 2: Review Activities

Review Activity 1
All classified information should be afforded the same level of protection regardless of the

classification level of the information.

Selectthe correctanswer. Then check the Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 2
Classified informationidentified for destruction must be safeguarded until itis destroyed.

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 3
Contractors are required to establish an information management system to protect and control

classified information in their possession.
Selectthe correctanswer. Then checkthe AnswerKeyatthe end of this Student Guide.

O True
O False

Review Activity 4
All classified information must be numberedin aseries.

Selectthe correctanswer. Then check the AnswerKeyatthe end of this Student Guide.

O True
O False

Jan 2023 Centerfor Development of Security Excellence 5



Safeguarding Classified Informationin the NISP Student Guide

Review Activity 5
Which of the following must a person have to be authorized to handle classified information?

Selectallthe correctanswers. Then check the Answer Key at the end of thisStudent Guide.

O Classified jurisdiction
Need-to-knowforthe classified information in performance of official duties
Favorable determination of eligibility, or (PCL) foraccess to classified information

A signed and approved nondisclosure agreement

Oo0Oo0oao

Original classification authority

Jan 2023 Centerfor Development of Security Excellence 6
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Lesson 3: Obtaining Classified Information

Lesson Introduction

Contractors can obtain classified information either by receiving it from the government oranother

cleared contractor, or by generatingitinternally.

In thislessonyou will learn about the guidelines contractors must follow when obtaining classified

information.

Objectives

Here are the lesson objectives. Take amomentto reviewthem.

e |dentify the contractor’s responsibilities and procedures for receiving classified
information

e |dentify the contractor’s responsibilities and procedures for generating classified or
derivatively classifyinginformation

Receiving Classified Information

Clearance of Receiving Individual

Classified information shall be transmitted and received in an authorized mannerwhich ensures that
evidence of tampering can be detected, thatinadvertent access can be precluded, and that providesa

method which assures timely delivery to the intended recipient.

Classified material cominginto afacility must be received directly by authorized personnel, whether

it’sinthe form of a package, envelope, fax, email, or phone call.

Persons transmitting the classified information are responsible for ensuring thatthe intended

recipients are authorized persons with the capability to store classified information.

An authorized person means acleared person who has been assigned this duty and, therefore, has a
need-to-know. This means thatthe individual who picks up the mail oraccepts deliveries fromthe
U.S. Postal Service or commercial delivery entities approved for transmitting classified material must

be cleared to the level of the classified material expected to be received by the contractor.

Allemployees who are authorized to receive orsign for U.S. Registered or U.S. Express mail must have

SECRET clearances.

Likewise, employees who are authorized to receive orsign for U.S. Certified Mail must have

CONFIDENTIALclearances. Ifthe person who normally accepts deliveriesis not cleared, that

Jan 2023 Centerfor Development of Security Excellence 7
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individual must call the Facility Security Officer (FSO) or other cleared person to sign for packages that

require signatures.

If no cleared employee is available, the uncleared person must refusethe package. Thisistrue evenif

the uncleared person does not have any intention of ever opening the package.

In the case of deliverytoaP.O. Box, an authorized person must go to the post office, unlock the post

office box, sign forits contents when asignature isrequired, and bring the classified information

directly back to the facility.

For more information on authorized methods fortransmitting and transporting classified information,

referto the Transmission and Transportation for Industry e-Learning course offered by CDSE.

Handling Upon Receipt

Receiver

contacts
FSO

Receiver
inspects
outer
package

No

Tampering?

Contact the
\  cleared
project
manager

Custodian
notifies Yes Clearance
%z intended and need-to-
ipi know
recipient sk

Package
delivered to
custodian
(FSO/FSO
designee)

open

FSO conducts

Time to

v

Yes

Custodian (FSO/FSO
designee) determines if
classified and inspects

inner package

now?

Store as if
Classified

o

inquiry/ contacts
sender and CSA

th

Contact

sender

<]

ampering?

Discrepancy
on provided

No

Custodian verifies
recipient’s clearance
level (DOD personnel

security system of

record) and
need-to-know

~ Custodian
enters in IMS
.~ and compares
inventory
against receipt

Custodian
signs receipt/
' returns to

( sender

Figure 1: Receiving Flowchart

The company isresponsible for establishing procedures for transmitting and receiving classified

information. Once aRegistered or Certified package has been received by an authorized person, the

receivershould examine the outer package forevidence of tampering.

Ifthe receiversuspects tampering, the Facility Security Officer, or FSO, should be immediately

notified.
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The FSO or FSO designeeshould first determineif the package contains classified information by
inspectingthe inner package. Ifitdoes contain classified information and the inner package has been
tampered with, thenthe FSO or designee must conductaninquiry and determine whetheraloss,
compromise orsuspected compromise of classified information in accordance with the NISPOM has

occurred. If aloss, compromise orsuspected compromise has occurred, the FSO must notify both the

senderandtheir CSA.

Ifthe receiverdoes notsuspect any tampering of the outer package, they mustimmediately turnthe
package overto the designated document custodian, who may be the FSO, or the FSO’s designee for

processing.

Ifthe designated custodianis notable toopenand process the package at that time, it mustbe

protected asifit were classified until itis opened and a classification determination is made.

When the designated custodian opens and processes the package, the inner package should also be

inspected forevidence of tampering.

If tamperingis detected, the FSO ordesignee must conductaninquiry and determinewhetheraloss,
compromise orsuspected compromise of classified information in accordance with the NISPOMhas

occurred.

If a loss, compromise or suspected compromise has occurred, the FSO must notify both the sender

and their CSA.

Next, the designated custodian incorporates the material into the facility’s IMS, and checks the
contents of the package against the receipt, if areceiptis provided. If there isadiscrepancy, the

sender must be contacted immediately.

If the package contents match the provided receipt, the designated custodian should signand return

it to the sender.

Next, the designated custodian verifies through the current DOD personnel security system of record
or the facility’s records that the intended recipient has the appropriate clearance level, and verifies
the intended recipient’s need-to-know. This may be done by contactingthe recipient’s supervisoror
project manager. In many cases this determination willbe made by the FSO who is aware of what

projects each cleared employee is working on.

Afterverification of these items, the designated custodian notifies the intended recipient that the
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material has arrived and arranges for that person to access the information.

If the designated custodian cannot verify the intended recipient’s clearance level or need-to-know,
the designated custodian should contact the cleared project manager for that contract to determine

who should receive the classified material.

A continuousreceiptsystemisrequired forall TOP SECRET information within and outside the

company’slocation.

The above chart is also available to you as a reference onthe Course Resources page.

From Commercial Delivery Entities
Commercial delivery entities may transmit SECRET or CONFIDENTIALinformation within the U.S. and

its territorial areasif the entityisa current holder of the GSA contract for overnight delivery and
provides nation-wide, overnight service with computer trackingand reporting features, and is

approved by the CSA.

When a shipmentisreceived viaacommercial delivery entity, the company must have proceduresin

place to ensure that the incoming shipments are received by appropriately cleared personnel.
The list of approved commercial delivery entities may be found on our Course Resources page.
For more detailed information, referto the Transmission and Transportation for Industry e-Learning

course offered by CDSE.

Generating Classified Information

Derivatively Classified Material

In addition toreceiving classified information from outside sources, contractors may produce

classified information internally.

This process of generating new classified materials from alreadyexisting classified information is

known as derivative classification.

For more information about the process, referto the Derivative Classification e-Learning course

offered by CDSE.

Contractors are required to properly safeguard any classified materials they generate, or derivatively

classify. Dependingonthe type of information, additional requirements may apply.

Contractors must follow guidance from the Central Office of Record (COR) forentering any
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Communications Security, or COMSEC material they generate into the accountability system.

The NISPOM also contains guidance about generatingand marking North Atlantic Treaty Organization
(NATO) materials.

Finally, contractors must properly mark all classified information they generate, or derivatively

classify.

For more information about properly marking classified information, refer to the Marking Special
Categories of Classified Information e-Learning course and the Markingin the ElectronicEnvironment

Short offered by CDSE.

Derivative Classification
Derivative Classification is the incorporating, paraphrasing, restating, orgeneratingin new form,
information thatis already classified, and marking the newly developed material consistent with

the classification markings that apply to the source information.

Derivative classificationincludes classifying information based on classification guidance.

Duplicating orreproducing existing classified information is not derivative classification.

Working Papers

The NISPOM also contains requirements that apply when a contractor creates classified working

papersto prepare a finished document.
Working papers must be dated when created.

Each page must be marked with the highest classification level and protected at thatlevel, marked

with the annotation “WORKING PAPERS,” and destroyed when they are nolongerneeded.

Working papers must be marked inthe same manner prescribed fora finished documentand at the
same classification level when transmitted outside the facility, orretained for more than 180 days

fromthe date of creation.
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Lesson 3: Review Activities

Review Activity 1

A person may be authorized toreceive and sign for classified information if they are cleared to the
level of classified information they are receiving.
Selectthe correctanswer. Then check the Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 2

Only an authorized person may receive and sign for packages that may contain classified information.
Selectthe correctanswer. Then checkthe Answer Keyat the end of this Student Guide.

O True
O False

Review Activity 3
All employees may pick up classified packages ata P.O. Box as long as they sign a form statingthey

will notopenthe package.

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 4
The intended recipient of classified information must assure the senderthatthey are an authorized

person at a facility with classified storage capability.

Selectthe correctanswer. Then check the AnswerKeyatthe end of this Student Guide.

O True
O False
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Review Activity 5

Working papers must be marked inthe same manner prescribed fora finished document atthe same

classification level whenitis transmitted outside the facility or retained for more than

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

[0 180 daysfromthe date of creation
[0 120 daysfrom the date of completion

O 90 datesfrom the date of creation
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Lesson 4: Storing Classified Information

Lesson Introduction
In orderto safely store classified information, there are various requirements that must be met. These
include proper use of equipment and open storage areas, locks, supplemental protection, and

safeguarding procedures.

In thislesson, you will learn about the various requirements for physical protection of classified material.

Objectives

Here are the lesson objectives. Take amoment to reviewthem.

e |dentifytypesof and requirements for using storage equipment and storage areas
o |dentifytypesof and procedures forusing locking devices
o |dentifytypesof and guidelines forusing supplemental protection
e |dentifythe requirementsforall possessing facilities
Overview

Storage of classified information requires havingasecure and approved containerorareain whichto

put classified information when authorized persons are not usingit.

The higherthe classification level of the information, the more secure the storage place must be.
Classified information must be stored in approved storage containers orin open storage areas.
Storage containers orareas must be large enoughto hold all of the classified information on hand.
Andthere should be no external markings on storage containersindicating the level of classified
information authorized forstorage. Finally, once classified material is stored properly, itis critical to

maintainthe integrity of the storage containerorarea.

Now let’s take a look at some different types of storage containers and areas.

Storage Options

Storage Containers
A General Services Administration (GSA) GSA-approved security containeristhe only type of container
that may be used to safeguard classified information. A GSA-approved security containeris asteel file
containerwith a built-in combination lock constructed to withstand certain hazards, such as lock

manipulation, for specified lengths of time.

The GSA establishes and publishes uniform standards, specifications, and supply schedules forits
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approved containers. All GSA approved containers must be procured through the GSA Global Supply
System. You can search for the containeryou need onthe GSA website, which may be found onthe

course resources page.

Because the type and size of storage containeryou need depends on how much classified information
and the types of classified information you need to store, including classified information identified

for destruction, there are various types and sizes of GSA-approved storage containers.

For more information on GSA-approved storage containers, referto the Storage Containersand

Facilities course offered by CDSE.

All GSA-approved storage containers must have two labels affixed to them: a GSA test certification
label onthe side of the locking drawerand a GSA-approved security containerlabel on the left-hand

side of one of the upperdrawers.

Always ensure these two labels are affixed. And, if the containerhas beenrepaired, you mustalso

obtain the locksmith certification from the seller that the container’s integrity has not been impaired.

In the eventthatany of these storage containersis not operating correctly, there are special

requirements aboutrepairingthem.
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Hazards

Look at these examples of integrity compromises and attacks on GSA security containers.

Figure 2: Compromises on GSA Security Containers

Security personnelshould routinely inspect their security containers for hidden drilled holes and

openings. Afew placestocheckare behindlabel holders.

Containers

Types/sizes of GSA-approved security containers:

e 2-drawer;4-drawer, 5-drawer
e Legalsizeandlettersize

e Single, dual, or multi-lock

e Map and plan containers

GSA test certification label:

¢ Indicatesclass of security container
o Classrelatestodelay afforded againstforced, covert, orsurreptitious entry
e OnlyClass5 and 6 containers are available new

GSA-approved security containerlabel:
e Verifiesthat containeris GSA-approved
e Color-coding:
o Black: pre-1990

o Red:post-1990 (container has a case-hardened locking drawer thatrequiresa
different method of neutralization and repair)”

Repairs
Repairs of storage containers must be completed by appropriately cleared or continuously

escorted personnelwho are specificallytrained in approved methods of maintenance and repair of
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these containers.

In orderto continue to be used to protect classified information, an approved security container
must be restoredtoits original state of security integrity and have asigned and dated certification

statingthe method of repairused.

All repairs must follow Fed Standard 809 (FED-STD-809), Neutralization and Repair of GSA

Approved Containers and Vault Doors.

Storage Containers

There are two types of areas in which you may store classified information.

Thefirsttypeis an approved vault. Vaults have very substantial construction requirements. Vaults

are consideredto be equivalent, from asecurity perspective, to a GSA-approved container.

The second type of areafor storing classified informationis an open storage area. Due to the size and
nature of the classified material to be stored, or for operational necessity, GSA-approved containers

may not be practical. In these cases, it may be necessary to constructan open storage area.

Openstorage areas are much less expensive to build than vaults and are more commonly used. The
Cognizant Security Agency, or CSA, and the contractor mustagree on the needto establishan open
storage area and its extent, based on the safeguarding requirements of a classified contract, either
before orduringthe life of the contract. If qualifyingcriteriaare met, the CSA may grant an interim
approval foran open storage area. Access to open storage areas must be protected eitherthrough use

of a guard, an authorized person, oran access control system.

For more information on access control systems, referto the Physical Security Measures eLearning

course offered by CDSE.

The NISPOM contains specific construction requirements for both vaults and open storage areas.

Guard

Only companiesthat used guards priorto 1995 have been grandfathered tostill use guards. Any
company cleared after 1995 is not authorized to use guards for open storage areas.
Locking Devices

Overview
Security containers, open storage areas, and vaults must be keptlocked when not underdirect

supervision of an authorized person entrusted with the contents.
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Dependingonthe type of storage containerorarea, the locks can be either built-in combination locks

or padlocks. All locks on security containers and vaults must meet Federal specifications.

The Department of Defense Lock Program has a website with useful information, and a hotline

numberyou can call with any questions related to locks for security containers and areas.

You can also call the hotline to obtain free magneticSecured and Open signs to attach to the side of
your security containers. These signs are agreat way to indicate whetherasecurity containerhas

beenlocked ornot.

Combination Locks
Built-in combination locks are the most widely used type of lock on security containers and vaults for

protecting classified information.
Six locks have been approved under FF-L-2740B for the protection of classified material.

The X10 and the Sargentand Greenleaf, or S&G, 2740B are the two models currently in production.
They have sophisticated anti-manipulation security features to resist certain types of attacks, such as
an attack usingan auto-dialer. Olderlocks on GSA-approved containers can continue to be used until

theyno longerwork properly.

Combination padlocks may also be used to secure classified information. The current padlock model

that meets Federal specifications is S&G 8077AD.

To ensure that classified information inside a security container or vaultis fully protected, the
combination must be protected. In addition, there are specificrequirements and procedures for

changing combinations.

Protecting Combinations

Here are some guidelines for protecting combinations to security containers and vaults.

Allow only aminimum number of authorized persons to have knowledge of combinations to

authorized storage containers.
Maintain a record of all persons who have knowledge of the combination.

Protectthe combinationinaccordance with the highest classification of information authorized for

storage inthe container.

If a recordis made of a combination, mark the record with the highest classification of information
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authorizedforstorage in the container. Then safeguard the record accordingly.

However, itis bettertocreate a combination thatis easy to remember, sothatyoudon’thave to

write itdown.

A good way to dothisis to think of a six letter word that you would easily remember, but that
otherswouldn’t easily guess, and then use the numbers on atelephonekeypad that correspond to

the lettersinyourword.

For example, if yourword is Harley, then the corresponding combination numbers would be 42-75-

39.

There are special requirements for facilities at which only one personis assigned to make sure the

combinationis preserved if that personis unavailable for some reason.

Itisimportantthat yourcleared employees know what they canand cannot dowhenit comesto

remembering combinations.

Good security educationisthe key to safeguarding combinations.

Special Requirements

One-person facilities have special requirements for protecting combinations which are to:

e Provide currentcombination tothe CSA field office, orin the case of an MFO, to the
home office

e Establish procedures for CSA notification upon the death orincapacitation of that
person

Changing Combinations

Combinations must be changed by an authorized person, or by the FSO, or his or herdesignee.
Neverallow acommercial locksmith to change your combination.
Change combinations atthe initial use of an approved containerorlock.

Change them when anyone who has knowledge of the combinationis eitherterminated or their

clearance withdrawn, suspended, or revoked.

Also change combinations when acontainerorits combination has been compromised or

suspected of compromise, orwhen a container has been left unlocked and unattended.

Finally, combinations must be changed atothertimes when deemed necessary by the FSO or CSA.
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Keys and Padlocks

Although notused as frequently as combination locks, high-security keyed padlocks are still used on

some security containers for classified information.

One drawback of using padlocks, however, is that there is no authorized method of repairforsome

models.
Like combinations, keys and padlocks to security containers must also be safeguarded.

Follow these guidelines for protecting keys and padlocks forsecurity containers:

e Appointakeyand lock custodianto ensure proper custody and handling of keys and locks
used forthe protection of classified information.

e Keepakeyandlock control registertoidentify keys foreach lockand their current
location and custody.

e Auditkeysandlocks each month, andinventory keys with each change of custody.

e Provide protectionsforkeysand spare locks equivalenttothe level of classified
informationinvolved.

e Change or rotate locks at leastonce a year, and replace themif a keyis compromised or
lost.

Removing keys from the premises and making masterkeys are prohibited.

Supplemental Protection

Alarms and Guards
In certain cases, supplemental protectionis required to protect classified information. This usually

takesthe form of an intrusion detection system (IDS).

For more information aboutintrusion detection systems and theirrequirements, referto the NISPOM,

and to the Physical Security Measures eLearning course offered by CDSE.

Under certain circumstances security guards may continue to serve as supplemental protection. Only

those facilities who were authorized to use guards priorto January 1, 1995 may continue theiruse.

These guards must make rounds at least every 2 hours for TOP SECRET and 4 hours for SECRET

information.

One of the reasons security guards have been eliminated as asupplemental security measure is

because IDS is a more cost-effective security option.

Storage Procedures
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Storage by Classification Level

Classification Level Storage Containers/Areas
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Figure 3: Storage Containers and Areas

Storage by Classification Level
Storage requirements are different for each level of classified information. The higherthe

classification level of the information, the more secure the storage container oropen storage area

must be.

TOP SECRET Storage

TOP SECRET information must be stored in a GSA-approved security container, vault, oropen

storage area.

Supplemental protectionis required during working hours and non-working hours for TOP SECRET

informationthatis storedina GSA-approved container orvault.

Additionally, itis required during non-working hours for TOP SECRET information thatis storedin

an openstorage area.

However, supplemental protectionis notalways required for storage of TOP SECRET information if

itislocatedinan area of security-in-depth.

Supplemental protection may NOT be required for GSA-approved security containers and
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approved vaults secured with alocking mechanism meeting Federal Specification FF-L-2740(X-07,
X-08, X-09, X-10 or S&G2740B) when the CSA has determined thatthe GSA-approved security

containeror approved vaultislocatedinan area of the facility with security-in-depth.

Security-in-depthis a determination made by the CSA thata contractor’s security program consists
of layered and complementary security controls sufficient to deterand detect unauthorized entry
and movementwithin afacility. Written authorization from the CSAis required before security-in-

depth can take the place of supplemental controls such as IDS or guards.

SECRET Storage
SECRET information must be stored in any of the three areas approved for TOP SECRET

information.

Supplemental protectionis required during non-working hours only for SECRET information that s

storedinan openstorage area.

Supplemental protectionis notrequired forstorage of SECRET informationifitis storedina GSA-

approved security container orvault.

CONFIDENTIAL Storage

CONFIDENTIALinformation must be stored in any of the areas approved for SECRET information.

However, supplemental protectionis neverrequired for storage of CONFIDENTIALinformation.

Reports
The NISPOM requires reports related to storage be sentto the CSA. For DOD, these reports are sent

to the Defense Counterintelligence and Security Agency (DCSA), field office.

A reporttitled Change in Storage Capability must be submitted after the initial acquisition of an
approved storage containerthatraises orlowers the level of classification that a contractor is able to
safeguard —for example, when your facility acquires its first storage container for classified

information.

The nextreport, Inability to Safeguard Classified Material, is required to be submitted afteran

emergency thatrenders the facility’s location incapable of safeguarding classified material as soon as

possible.

Imagine thereisasudden evacuation of yourfacility due to a fire alarm. There was no time foryou to

properly store your classified information and it was too voluminous for you to carry with you.
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Anytimethereisan inability to safeguard classified information, steps must be taken to ensure that

the material is protected atall times until the situationis corrected.

Dependingonthe circumstances, this may require an authorized person to stay with the material until
itisproperlysecured.

End of Day Security Checks
The NISPOM requires end-of-day security checks to ensure that all classified information is protected

and that the security containerorarea has beensecured.

Security checks must be conducted at the end of the last working shift, unless operations are

conducted 24 hours perday.

Although notrequired, records of security checks are agood security practice. Hereisan example of a

security containerrecord that has columns to record the date and time a security container was

opened, closed,and checked.

SECURITY CONTAINER CHECK SHEET SECURITY CONTAINER CHECK SHEET
TO (itrequred) THRU (rrequired) FROM ROOM NUMBER BUILDNG i
CERTIFICATION CERTIFICATION
! CERTIFY, BY MY INITIALS BELGW, THAT | HAVE OPENED, 1 CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER IN CLOSED OR CHECKED THIS SECURITY CONTAINER IN
ACCORDANCE WITH PERTINENT AGENCY REGULATIONS AND ACCORDANCE WITH PERTINENT AGENCY REGULATIONS AND

OPERATING INSTRUCTIONS. OPERATING INSTRUCTIONS.
WMONTHIDAYNEAR WONTHIDAYITEAR

oPENEDBY | closeDey | cHeckepgy | CUARDCHECK ] GUARD CHECK
(i requred)

TNITIALS | TIIE | INITIALS | TIME | INITIALS | TME | INTIALS [TIME

OPENEDBY | CLOSEDBY | CHECKEDBY

f-»o|

z
e R L A L e AL A b

—_—
STANDARD FORM 702 (REV. 1/2020)
Prescribed by NARAISOO

32 GFR PART 2001 EO 13526

Figure 4: Standard Form 702 Security Container Check Sheet
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Lesson 4: Review Activities

Review Activity 1
Which of the following are approved for storing TOP SECRET information (with supplemental

controls)?

Selectall thatapply. Then check youranswersin the AnswerKeyatthe end of this Student Guide.

Six-sided steel cabinet
GSA-approved container

Steel cabinet

Oo0Oo0oao

Openstorage area

O vault

Review Activity 2

You must keep a writtenrecord of the combination lock of any containerin which classified

informationis stored.

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 3
Storage of TOP SECRET information always requires supplemental protection or security-in-depth

during non-working hours regardless of the type of security container used.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
O False

Review Activity 4

When supplemental protectionis required, the facility must only use security guards.
Selectthe correctanswer. Then check the Answer Keyatthe end of this Student Guide.

O True
O False
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Review Activity 5

Security checks are required atthe end of the last working shift of each day to ensure classified

informationis properly stored and security containers are locked.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
O False
Review Activity 6
When musta combination be changed to the lock for a security containerused to store classified

information?
Selectall thatapply. Then check the Answer Key at the end of this Student Guide.

O Attheinitial use of an approved containerorlock

O Whenanyone who has knowledge of the combination is eitherterminated or has his or her
clearance withdrawn, suspended, or revoked

When a container or its combination has been compromised or suspected of compromise

When a container has been leftunlocked and unattended

O 00

Othertimeswhen deemed necessary by the FSO or CSA
O Atleastonce peryear

Review Activity 7
In which of these cases would you need to make a report to your DCSA Field Office?

Selectall thatapply. Then check the Answer Key at the end of this Student Guide.

O You needtostore several cubicfeetof CONFIDENTIALdocuments and have decided to converta
room inthe basement of yourfacility for this purpose.

O You currently store SECRET and CONFIDENTIALdocumentsin atwo-drawer GSA-approved
container. You need more storage space, so you have decided to replace the two-drawer model
with a four-drawer model.

O You add anothercleared employeetoyourlist of persons who have knowledge of the
combination to yourstorage container.

O Anafternoonthunderstorm hasknocked outthe electrical powerinyourarea. As a result, the
alarm system that provides supplemental protection foryour TOP SECRET storage during
nonworking hoursis not operating. You are told by the powercompany that service may not be
restored until morningand you have no other way to adequately protect your classified material.
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Lesson 5: Using Classified Information

Lesson Introduction
In additionto requirements for safeguarding classified information whenitis stored, there are also

requirements for safeguarding classified information wheniitis beingused and whenitis being
discussed. Inthislesson, you will learn about the requirements and best practices for properly

handling classified material in your day-to-day work.

Objectives

Here are the lesson objectives. Take a momenttoreview them.

e |dentifyrequirements forhandlingclassified information in the day-to-day work environment

o |dentify best practices fororal discussions regarding classified information
Handling Classified Information

Physical Handling

Contractors are responsibleforsafeguarding classified informationin their custody orundertheir

control to reasonably protectitfromloss or compromise.

When classified informationis out of its security container, it must be kept under constant

surveillance of an authorized person who can exercise direct security controls overthe information.

This meansthat if the authorized person hasto leave theirwork area, even momentarily, he or she
must carry the classified information with them, have anotherauthorized person watch it, or returnit

to itsstorage container.

When unauthorized persons are present, classified information must be covered, turned face down,

placed back inits storage containeror otherwise protected.

Thisincludes taking appropriate steps to preventan unauthorized person from seeing classified
information onacomputerscreeninaccordance with the Information System's System Security Plan
(SSP).

Though not required, itis a good best practice to make room or area checks during working hours to
ensure thatemployees are keeping classified information under constant surveillance or storing it
properly.

Such checks foster good security habits Once classified work is finished, classified material must be
returnedtothe storage containerfor protection.
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Restricted Areas
Wheniit is necessary to control access to classified informationinan open areaduring working hours,

arestricted areamay be established.

A restricted areawill normally become necessary whenitisimpractical orimpossible to protect
classified information by simply covering it orturningit overbecause of its size, quantity, orother

unusual characteristic.

Although physical barriers are notrequired by the NISPOM, the restricted area must have clearly

defined perimeters.
Examples might be roped off areas, a specially designated cubicle, oran office with aclosed door.

Authorized personsinthe restricted areaare responsible for protecting the classified information

fromunauthorized access.
Once classified work s finished, classified material must be returned to the storage containerfor

protection and the area becomes aregularwork area once again.

Perimeter Controls
Perimeter controls are entry and exitinspections that deter and detect the introduction or removal of

classified information from afacility without properauthority.

Contractors who are authorized to store classified information are required to establish and maintain

such perimeter controls.

Signs must be posted conspicuously informing everyonethatthey are subjecttoinspection upon
entry and exit. The extent, frequency, and location of inspections must be accomplished inamanner
consistent with contractual obligations and operational efficiency, and they must be applied

consistently.

For example, inspections should occurin a set mannersuch as on every person, every other person,

and so on.
Contractors are encouraged to seek legal advice when formulating theirinspection policies.

These procedures are limited to buildings orareas where classified workis being performed.

Emergency Procedures
Contractors must develop procedures for safeguarding classified informationin emergency situations.
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The procedures should be as simple and practical as possible, and should be adaptable to any type of

emergency that may arise. They should also take into consideration employeesafety.

When formulating youremergency procedures, itis best practice to consult with yourcompany's

safety officer.

Classified Visits

When a visitorarrives at yourfacility for a classified visit, you must positively identify the visitorand

verify clearance and need-to-know priorto disclosing any classified information.

You must brief the visitoronthe security procedures at your facility and then escort the visitor or
otherwise control theiractivitiesin yourfacility so that they only have access to the classified

information consistent with the authorized purpose of their visit.

Before the visitorleaves, you must also ensure all classified information that they handled during their

visithas been returned.

For more information on classified visits, referto the Visits and Meetings inthe NISP e-Learning

course offered by CDSE.

Oral Discussions
The NISPOM requires contractors to ensure all cleared personnel knowthe rules about discussing

classified information.

Authorized persons may discuss classified information only oversecure telephone lines, orin areas

where the discussion cannot be overheard by an unauthorized person.

Classified information may not be discussed over unsecure telephones or wireless devices, orin public
conveyances or places that might permit unauthorized interception, such asin cubicles orin rooms

where you can hearthrough the walls.

A best practice to prevent discussion of classified information ininappropriatelocationsisto post

signsreminding employees that classified discussions are not authorized.

Good security education and awareness trainingis akeyforensuring that your employees know

where classified discussions are allowed.

Itis particularlyimportant to provide guidance to employees workingin a non-possessing facility

where there is no capability to store any classified material, such as notes from a classified discussion.
No matterwhere the discussion takes place, employees must ensure that classified information is
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disclosed only to authorized personsinamannerthat preventsinterception by unauthorized persons.

Select Wireless Devices for more information onthe challenges they present.

Wireless Devices
One of the biggest challenges you willface is protecting classified information from disclosure

through the use of wireless devices.

Many of these devices, such as cell phones, including those with remote activation capability,
camera phones, mobiledevices, such as smartphones, e-readers, tablets and so on, can be used to

record and transmit classified information either orally or photographically.
Theiruse isstrictly prohibited.

Different devices require different security measures, based on their capabilities.
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Lesson 5: Review Activities

Review Activity 1

An authorized person may lock classified information in adesk drawer while going down the hall to
geta cup of coffee.
Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
O False

Review Activity 2
An authorized person may turn classified information over on their desk when an unauthorized

personispresent.

Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
O False

Review Activity 3
An authorized person Isresponsible for safeguarding classified information in arestricted area.

Selectall thatapply. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
O False

Review Activity 4
An authorized person must escort or control the activities of their classified visitor.

Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
O False
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Review Activity 5
Where may classified information be discussed between authorized persons?

Selectall thatapply. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O Inelevatorsif onlyauthorized persons are on the elevator

O Inarestrictedarea
O Oncell phonesinrestricted areas

[0 Onsecuretelephones

Jan 2023 Centerfor Development of Security Excellence 31



Safeguarding Classified Informationin the NISP Student Guide

Lesson 6: Reproducing Classified Information

Lesson Introduction
When reproducing classified information, itisimportant to safeguard thatinformation. Inthislesson,

you will learn aboutthe NISPOMrequirements and some best practices forreproducing classified

information.

Objectives

Here are the lesson objectives. Take a momenttoreview them.

e |dentify when classified information may be reproduced without obtaining authorization
e |dentifythe security proceduresforreproducing classified information

Authorizations

GCA Authorizations

Before reproducing classified information, you must follow these guidelines regarding when to obtain

priorauthorization from the contracting officer or some other governmentauthority.

The NISPOM states that unless restricted by the GCA, classified information may be reproduced to the

extentrequired by operationalneeds, orto facilitate review for declassification.

Some examples of thisinclude, reproducing TOP SECRET documentsin preparation and delivery of a
contract deliverable, orreproducing SECRETand CONFIDENTIALdocumentsinthe performance of a
prime contract or a subcontract, in preparation of a solicited or unsolicited bid, quotation, or proposal

orin preparation of patentapplications to be filed inthe U.S. Patent Office.
Reproductions of classified information forany other purpose would require authorization from the
GCA.

Procedures

Copy Requirements

The NISPOM requires that reproduction of classified information be limited to the minimum

consistent with contractual and operational requirements.
You will need to determine foreach situation exactly how many copies you willneed.
You shouldalso considerifitis possible toreduce the number of copies.

The NISPOM also requires that the only individuals who can reproduce classified information be
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authorized personnel knowledgeable of the procedures for classified reproduction.

The NISPOM does notrequire that these individuals submit reproduction requests, butitis a security

best practice to do so.

Reproduction Request
The NISPOM imposes requirements on the reproduction of classified documents, including parts of

documents.

To ensure thatthese requirements are met at a facility, the FSO, should consider requiring that

authorized personnel submitarequestform priorto reproducing classified information.

Although nota NISPOMrequirement, aformal procedure for requesting permission to reproduce
materials will ensure thatall proposed reproductionis routed through the FSO. This process will
helptoavoidany unnecessary orimproper reproduction of classified materials. If yourfacility
decidestouse these requests,includeitinyourStandard Practice Procedures (SPP), if you have

one.

Equipment Requirements

Most modern copy machines, printers, and other multifunction devices have memory or hard drives
where informationis stored digitally. These machines are actually information systems. Assuch, they

needto be authorizedin accordance with the NISPOMbefore they are used forany classified work.

The facility should coordinate with their DCSA Industrial Security Representative (IS Rep) priorto
purchasingor usingany such equipmentifitisto be used with classified information. The IS Rep may
work with the DCSA Information Systems Security Professional (ISSP) also known as a Security Control
Assessor (SCA), to determine whatauthorizations are needed fora particular piece of equipmentand

what procedures need to be followed.

Best Practices

Although notrequired by the NISPOM, itis a best practice to reproduce classified information on
equipment specifically designated forthis purpose as use of some equipment may not be cost-

effective.

Using only designated equipment gives the FSO anotherlevel of control, and some reproduction

equipment have features such as memory thatare notappropriate for use with classified information.

The location of the equipmentis alsoimportant. Use only equipment thatis located withina

Jan 2023 Centerfor Development of Security Excellence 33



Safeguarding Classified Informationin the NISP Student Guide

controlled area.

Itisalso a bestpractice to postthe rulesforusingthe designated equipmenton or nearthe

equipmentso users know exactly what procedures to follow.

You should always ensure that only the planned number of copies are made.
If the copier malfunctions, do notleaveit, but request help, if needed.

Fix the problem and verify that no classified pages remain inside the copier.

You should always ensure that the security markings on the original appear on all of the copiesand

have not been cut off.
You should accountfor all originals and copies before leaving the copier.

In orderto ensure that no image remains on any image bearing part of the machine, make three blank

copiesand handle them as classified waste.
Do no leave waste at the copier.
Take all classified waste with youto be disposed of properly.

Note that some copiers are designed to store images of whattheyreproduce. Ifthisisthe case with
your copier, you must erase all stored images of classified information according to the

manufacturer’sinstructions.

This type of equipment may have to be authorized as an information system. Since copiers that have
memory or hard drives may have to be authorized as an information system, always contact your S

Rep prior to using any of these types of equipment for reproduction of classified information.

Finally, always keep in mind the vulnerabilities of the reproduction equipment you are using.

Best Practices

Equipmentvulnerabilities
e Paperjamsmay cause paper withimagesto be retainedin the machine
e Inkon rollers may retainimages of classified information

e Extra copiesorpartial copies may be retainedinthe machine ordiscarded viaa special
port

Jan 2023 Centerfor Development of Security Excellence 34



Safeguarding Classified Informationin the NISP Student Guide

Lesson 6: Review Activities

Review Activity 1
Which of these cases represent good examples to reproduce classified information for operational

needs?

Selectall thatapply. Then check youranswersin the AnswerKeyatthe end of this Student Guide.

[0 TOP SECRET documentsin preparation of acontract deliverable
[0 SECRET and CONFIDENTIALdocumentsin preparation of asolicited bid, quotation or proposal

[0 SECRET and CONFIDENTIALdocumentsin preparation of patentapplications to be filed inthe U.S.
Patent Office

[0 SECRET and CONFIDENTIALdocumentsinthe performance of a prime contract or a subcontract

Review Activity 2
You are alone making classified copies and the machine jams. You go down the hall toask for help. Is

thisaction permissible or problematic?

Selectthe correctanswer. Then check youranswersinthe Answer Keyatthe end of this Student Guide.

O Permissible

O Problematic

Review Activity 3
John, an authorized person, hasavery busy schedule today and, therefore, has requested that his

administrative assistant, whois not an authorized person, make copies of classified information on his

behalfforhis2 p.m. meeting. Isthisaction permissible or problematic?

Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O Permissible

O Problematic
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Review Activity 4
You made copies of some classified information foryour meetingin 10 minutes and noticed when you

got to your meeting that some of the classification markings were cut off on the copies. You decided
to distribute the copies to the meeting participants since they were just copies and not originals. Is

this action permissible or problematic?

Selectthe correctanswer. Then checkyouranswersinthe Answer Keyatthe end of this Student Guide.

O Permissible

O Problematic

Review Activity 5

After making copies of classified information, Sarah made three blank copies on the copier. Isthis

action permissible or problematic?

Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O Permissible

O Problematic
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Lesson 7: Disposition of Classified Information

Lesson Introduction
Classified informationthatis no longerneeded must be processed forappropriate disposition.

Dispositionisrelevant during all stages of a contract.

While contractors should dispose of materialthey nolongerneed throughout the contract period,

special emphasisis placed on disposing of classified information at the contract’s conclusion.
The three modes of disposition are: retaining, returning, and destroying classified information.

In thislesson, you will learn about the requirements for making proper disposition of classified

information.
Here are the lesson objectives. Take amomentto review them.

e |dentify the requirementsforretaining classified information

e |dentifythe requirementsforreturning classified information to the Government
Contracting Activity

e |dentify the requirementsfordestroying classified information

Retention

Requirements
Contractors must establish procedures for reviewing their classified holdings on aregular basis to

reduce theirclassified inventories to the minimum necessary for effective and efficient operations.

The NISPOM states that contractors are authorized to retain copies of U.S. government classified
information received or generated underaclassified contract fortwo years after completion of the

contract, provided the GCA does notinstruct otherwise.
All original documents and deliverables must be provided back to the GCA at contract conclusion.

By the end of the retention period, classified information must be destroyed, declassified if

appropriate, or returned to the GCA.

However, if retentionis required beyond the standard two year period, additional retention
authorization must be requested fromthe GCAin a certain format, depending onthe level of

classified material involved, and must always include a statement of justification.

Ifthe requestforretention authorityis approved, the GCA may issue afinal DD Form 254, Department
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of Defense Contract Security Classification Specification, forthe classified contractand will enter the

authorized retention period and final disposition instructions on the form.

In some cases the GCA providesaletterauthorizingretention beyond the two-year period.

Classified Information
Contractors must identify classified information for retention beyond two years as follows
e TOP SECRET information must be identified in alist of specificdocuments unless the

GCA authorized identification by subject matterand the approximate number of
documents

e SECRET and CONFIDENTIALinformation may be identified by general subject matter
and the appropriate number of documents

Classified Information

Contractors must include astatement of justification forretention based on the following:
e The material isnecessary forthe maintenance of the contractor’s essential records
e The materialis patentable or proprietary datato which the contractor hastitle

e The material will assistthe contractorinindependent research and development
efforts

e The material will benefitthe U.S. Governmentinthe performance of other prospective
or existing agency contracts

e The material will benefitthe U.S. Governmentinthe performance of anotheractive
contract and will be transferred to that contract (specify contract)

Disposition Schedule
Requirements
Classified information must be returned or destroyed if the facility clearance (FCL) of your company is

terminated.

Classified information obtained for the preparation of a bid, proposal, or quote must be returned or
destroyed within 180 days after the opening date of the bid, proposal, or quote, if the bid, proposal,

or quote was not submitted orif it was withdrawn.

If the bid, proposal, or quote was submitted but notaccepted, thenthe classified information must be

returned within 180 days after notification thatithad not been accepted.

If classified information was not obtained underaspecific contract, such as information obtained at
classified meetings orfrom a secondary distribution center, it must be returned or destroyed within

one year after receivingit.
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The GCA will advise when classified information should be destroyed ratherthan returningtoitto the
GCA.
Destruction

Requirements
Types of classified information that contractors must destroy include: multiple copies, obsolete

material, and classified information identified for destruction.

Contractors must also destroy classified information in their possession as soon as possible afterit has
servedthe purpose forwhichit was released by the government, was developed or prepared by the

contractor, or was retained after completion ortermination of the contract.

Classified information thatis taken from a cleared facility for destruction must be destroyed on the

same day itis removed and must be performed using methods approved by the CSA.

Classified information may only be destroyed by authorized personnel who have afull understanding

of theirresponsibilities.

For destruction of TOP SECRET information, two authorized persons are required, one to destroy the

material and one to act as a witness.
The individual acting as the witness may be a subcontractor.
For destruction of SECRET and CONFIDENTIALinformation, only one authorized personis required.

Destruction records are required for TOP SECRET information only and shall be maintained fortwo

years after date of destruction.

The records mustindicate the date of destruction, and the material being destroyed, and must be

signed by the individuals who witnessed and carried out the destruction.

Althoughitisnot required, itisagood security practice to maintainrecords for SECRET and

CONFIDENTIALdestruction.

Methods

Accordingto the NISPOM, the method of destruction must preclude recognition orreconstruction of

the classified information.

Classified information may be destroyed by various methods such as: burning, cross-cut shredding,

wet-pulping, melting, mutilation, chemical decomposition, pulverizing, overwriting, degaussing,

Jan 2023 Centerfor Development of Security Excellence 39



Safeguarding Classified Informationin the NISP Student Guide

sandingor grinding.
Paper products may be destroyed using:incinerators, pulpers, pulverizers, or shredders.

However, water repellant paper products cannot be sufficiently destroyed by pulping, so other

methods such as: disintegration, shredding, or burning must be used.
Classified information in microform may be destroyed by: burning, or chemical decomposition.

Residue must be inspected after each destruction to ensure that the classified information cannot be

reconstructed.
Electronicmediacan be destroyed in various ways.

Overwriting destroys data by enteringnew datainits place on solid state storage devices, such as

smart cards and flash drives.
This method does not declassify electronic media.
Therefore the electronic media may only be reused within the same environment.

Degaussing erases data completely from magnetic media such as magnetictapes, hard drives, and

floppy drives.
Sanding and grinding are used to destroy optical mediasuch as CDs and DVDs.

Physical destruction or mutilationis also used forelectronicmediaby: shredding, crushing,

disintegrating, pulverizing, and incinerating.

For more information on the disposal of classified information, refer to CDSE’s Disposal and

Destruction of Classified Information Short.

Recognition or Reconstruction

The NISPOM requires that crosscut shredders currently in use be capable of maintainingashred
size notexceeding1/32 inchin width (witha1/64 inch tolerance by % inch in length). However, it
isrecommended thatany crosscut shredders requiring replacement of the unitand/or rebuilding
of the shredderblades assembly be replaced by a crosscut shredder on the latest National Security
Agency / Central Security Service (NSA/CSS) Evaluated Products List for Paper Shredders. This list

may be obtained from the Course Resources page.

The current DOD specification forshred sizeis1 mm X5 mm or less.
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Methods of Destruction

Burning — Note thatif you intend to use publicdestruction facilities, such as publicincinerator, you
must obtain approval from your CSA, usually the DCSA field office. Also note thatdue to
environmental concerns, most governmental jurisdictions and many companies discourage or

prohibitthe burning of refuse, classified or not.

Pulverizing— Examples of pulverizinginclude hammer mills, choppers and hybridized

disintegration equipment.

Microform — Examples of microform material include microfilm, microfiche, and similar high data

density material.

Water repellant paper products — High wet strength paper, paper Mylar, durable-medium paper

substitute, orsimilar waterrepellant papers.
Solid State Storage Devices— Examplesincludesmart cards and flash drives.
Magnetic Media — Examplesinclude magnetictapes, hard drives, and floppy drives.

Optical Media— Examplesinclude Compact Disks (CDs) and Digital Video Disks (DVDs).
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Lesson 7: Review Activities
Review Activity 1
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services
undera classified contract with the Army. The company has justreceived a classified invitation for
Bids fromthe Navy. WW’s management thinks that the classified information generated forthe Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.
WW can request retention authority fromthe Navy.

Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
O False

Review Activity 2
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services

undera classified contract with the Army. The company has justreceived a classified invitation for
Bids fromthe Navy. WW’s management thinks that the classified information generated forthe Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.
If WW requests retention authority, they would need to do it within 180 days.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
O False

Review Activity 3
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services

undera classified contract with the Army. The company has justreceived a classified invitation for
Bids fromthe Navy. WW’s management thinks that the classified information generated forthe Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.

The Navy would need toissue afinal DD Form 24 indicating the final retention period and final

dispositioninstructions.
Select True orFalse. Then check youranswerin the Answer Key at the end of this Student Guide.

O True
O False
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Review Activity 4

In which of the following cases must classified information be returned or destroyed?
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O Whena contractor’s FCLis terminated

O within 180 days afterthe openingdate of the bid, proposal, or quote if it was not submitted orif
it was withdrawn

O withintwoyears afterreceiptof the classified informationif it was not obtained underaspecific
contract

O within 180 after notification that the submitted bid, proposal, or quote had not been accepted

O withinone yearafterreceiptof the classified information if it was not obtained underaspecific
contract

Review Activity 5

Classified informationinthe form of regular paper may be burned.
SelectTrue or False. Then check youranswerin the Answer Key atthe end of this Student Guide.

O True
O False

Review Activity 6

Destruction of classified information must ensure the information cannot be recognized or

reconstructed.
Select True or False. Then check youranswerin the AnswerKey at the end of this Student Guide.

O True
O False

Review Activity 7

When destroying classified information with ashredder, shred size is notimportant.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
O False
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Review Activity 8
Two authorized personnel must be presentforthe destruction of SECRETand CONFIDENTIAL
documents.

SelectTrue or False. Then check youranswerin the Answer Key atthe end of this Student Guide.

O True
O False
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Lesson 8: Safeqguarding Challenge

Introduction

Getting Started
Welcome to the Safeguarding Challenge.

This challenge willgive you a chance to practice identifying the kinds of things that have implications

for safeguarding classified information.

Here'show it works.

You'll go to several different areasin your cleared facility.

In eachone, selectthe items that might have consequences for how you handle classified information.

Whenyouselecteachone, you'll see some usefulinformation about thatitem.

Explore These Areas
Visitor’s Desk

Explore thisvisitor's desk areaand see whatyou can learn about the items that relate to safeguarding

classified information.

Clipboard

Make sure packages that may contain classified information are accepted only by cleared and

authorized personnel.

Package
Anytime an authorized personreceives a classified package, itisimportant toimmediately

examine the outer package for evidence of tampering.

Visitor Log
Make sure you know the proceduresforclassified visits so they are easy to apply whenvisitors

arrive.

Drawer in storage container
Whenyou accept delivery of an unopened package, you muststore itasif it contains classified

information until itcan be opened.

Handling Classified Information
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Look around this classified work area.

What items can you find that have implications for safeguarding classified information?

Telephone (landline)
Classified information must not be discussed overthe telephone unless specifically approved

secure telephone equipmentand procedures are used.
Be aware also of who might overhearyourclassified call.

[Man]: Hello, thisisan un-secure line

Wireless device
When workingin areas where classified discussions take place, make sure you are not using cell

phones, oranything that transmits information or could be used as a recording device.

Open security container Drawer
Make sure security containers and vaults are keptlocked except when under the direct control of

an authorized person.

Security Check Record
At the end of the day, conduct a security check to make sure classified informationis properly

secured.

Itisa bestpractice to keeparecord of these checks to helpinthe eventaninvestigation becomes

necessary.

Information Management System

You must have and use a system to protect and control classified information.

SECRET document

Make sure you protect classified information at all times!

Whiteboard
Be careful about putting classified notes up on a white board, where unauthorized individuals

mightview it.

Computer monitor

When working with classified information be sure to use only approved information systems, and
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rememberto protect whatappears on your monitor.

Printer

As soon as you print classified documents, immediately retrieve them from the printer.

Copy Room

Now, look around this copy room.

What elements have implications for safeguarding classified information?

Copy machine

As a best practice, you should copy classified information on a designated copier.

Equipment use rules

As a best practice, post the rulesfor copying classified information on or nearthe copier.

Shredder

Be sure to destroy classified material appropriately!

Classified document for reproduction

Limitthe number of copies you make.
Make only as many as you need.

Be mindful about additional controls thatapply to TOP SECRET information.

Classified papers for destruction
Be sure you destroy extra copies, anythingthatis obsolete, and all classified information identified

for destruction.

Remember, when destroying TOP SECRET information, two individuals must be presentand

destruction record retained fortwo years

Recycle bin

Do not putclassified identified for destructionin with the ordinary trash orrecyclables.

You must protect it as classified material untilitis properly destroyed.
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Lesson 9: Course Conclusion

Course Conclusion

Course Summary
Safeguarding classified information isimperativefor our national security.

Safeguarding classified information means being able to securely receive, use, store, transmit,
reproduce, and appropriately dispose of classified information either generated by orentrusted to

your company.

Requirements forsafeguarding classified information in the NISP are stated inthe National Industrial

Security Program Operating Manual, or NISPOM.

In this course, you learned about the measures you and your company must take to ensure that

classified informationis protected from loss orcompromise.

Lesson Review
Hereis a listofthe lessonsinthe course.

Course Introduction

Basic Concepts

Obtaining Classified Information
Storing Classified Information

Using Classified Information
Reproducing Classified Information
Disposition of Classified Information
Practical Exercise

Course Conclusion

Course Objectives
You should now be able to perform all the listed activities.

Identify the general requirements for safeguarding classified information
Identify the requirements for control and accountability of classified information
Identify options and requirements for storage of classified information

Identify requirements fordisclosure of classified information

Identify requirements for reproduction of classified information

Identify requirements for disposition of classified information

Congratulations. You have completed the Safeguarding Classified Informationin the NISP course.
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To receive course credit, you MUST take the Safeguarding Classified Informationin the NISP examination.

If you are takingthis course from STEPP, return tothe course page;then, select Launch Examto begin the

online exam.

If you are takingthis course fromthe CDSE Security Awareness Hub, select the Take Exam button to take

the online exam and receive your certificate.
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AppendixA: Answer Key

Lesson 2 Review Activities

Review Activity 1
All classified information should be afforded the same level of protection regardless of the

classification level of the information.
Selectthe correctanswer. Then check the AnswerKeyat the end of this Student Guide.

O True
False
Feedback:

The higherlevel of classification, the more protection the classified information requires to reasonably

preventthe possibility of its loss or compromise.

Review Activity 2
Classified informationidentified for destruction must be safeguarded until itis destroyed.

Selectthe correctanswer. Then check the Answer Keyatthe end of this Student Guide.

True
O False

Feedback:

Classified informationidentified for destruction must be safeguarded until itis properly destroyed.
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Review Activity 3
Contractors are required to establish an information management system to protect and control

classified informationintheir possession.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

True
O False
Feedback:

Althoughthereis norequired format, contractors are required to establish an information
management systemsothattheyare able to retrieve classified information orreportonits disposition

ina reasonable period of time.

Review Activity 4
All classified information must be numberedinaseries.

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
False
Feedback:

Only TOP SECRET information notstored inan electronicformat on an authorized classified

information system must be numberedinaseries.
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Review Activity 5

Which of the following must a person have to be authorized to handle classified information?
Selectallthe correctanswers. Then check the Answer Key at the end of thisStudent Guide.

O Classified jurisdiction

Need-to-knowforthe classified information in performance of official duties
Favorable determination of eligibility, or (PCL) foraccess to classified information
A signed and approved nondisclosureagreement

O Original classification authority

Feedback:

A person authorized to handle classified information must have afavorable determination of
eligibility, alsoreferred to as a personnel clearance, or PCLfor access to classified information, has
signed an approved nondisclosure agreement, or NDA and has a need-to-know, or NTK for the

classified information in performance of official duties.
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Lesson 3 Review Activities

Review Activity 1
A person may be authorized toreceive and sign for classified information if they are cleared to the

level of classified information they are receiving.

Selectthe correctanswer. Then check the Answer Keyatthe end of this Student Guide.

True
O False
Feedback:

If receiving classified packagesis an assigned duty of the cleared employeethat establishes need-to-

know to the extent necessary toreceive the packages.

Review Activity 2

Only an authorized person may receive and sign for packages that may contain classified information.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

True
O False
Feedback:

Only an authorized person may receive and sign for packages that may contain classified information.
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Review Activity 3
All employees may pick up classified packages ata P.O. Box as long as they sign a form stating they

will notopen the package.

Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
False
Feedback:

Only an authorized person may receive and sign for packages that may contain classified information.

Review Activity 4

The intended recipient of classified information must assure the senderthatthey are an authorized
person at a facility with classified storage capability.
Selectthe correctanswer. Then check the AnswerKeyatthe end of this Student Guide.

O True
False
Feedback:

Persons transmitting classified information are responsible for ensuring thatintended recipients are

authorized persons with the capability to store classified information.
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Review Activity 5
Working papers must be marked in the same manner prescribed fora finished document atthe same

classification level whenitis transmitted outside the facility or retained for more than
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

180 days from the date of creation
[0 120 daysfrom the date of completion
[0 90 datesfrom the date of creation

Feedback:

Working papers must be marked inthe same manner prescribed fora finished document at the same
classification level whenitis transmitted outside the facility or retained for more than 180 days from

the date of creation.
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Lesson 4: Review Activities
Review Activity 1
Which of the following are approved for storing TOP SECRET information (with supplemental

controls)?
Selectall thatapply. Then check youranswersin the AnswerKeyatthe end of this Student Guide.

O Six-sided steel cabinet
GSA-approved container
O Steelcabinet

Open storage area
Vault

Feedback:

Storage containersorareas are all approved for storing TOP SECRET information include a GSA-

approved container, open storage area orvault.

Review Activity 2
You must keep a writtenrecord of the combination lock of any containerin which classified

informationisstored.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

O True
False
Feedback:

A written record of the combinationis notrequired. If you keep awritten record you must handle and

store it at the same classification levelasthe informationitis protecting
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Review Activity 3
Storage of TOP SECRET information always requires supplemental protection or security-in-depth

during non-working hours regardless of the type of security container used.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

True
O False
Feedback:

TOP SECRET information always requires supplemental protection (alarms or guards) or security-in-

depth (SID) during non-working hours regardless of the type of security container used.

Review Activity 4
When supplemental protectionis required, the facility must only use security guards.

Selectthe correctanswer. Then check the AnswerKeyatthe end of this Student Guide.

O True
False
Feedback:

An intrusion detection systemis the form of supplemental protection required by the NISPOM, except

where security guards were approved priortoJanuary 1, 1995.
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Review Activity 5
Security checks are required atthe end of the last working shift of each day to ensure classified

informationis properly stored and security containers are locked.
Selectthe correctanswer. Then checkthe Answer Keyatthe end of this Student Guide.

True
O False
Feedback:

Security checks are required atthe end of the last working shift each day.

Review Activity 6
When musta combination be changed tothe lock for a security container used to store classified

information?
Selectall thatapply. Then check the Answer Key at the end of this Student Guide.

At theinitial use of an approved containerorlock

X X

When anyone who has knowledge of the combinationis either terminated or has his or her
clearance withdrawn, suspended, orrevoked

X

When a containeror its combination has been compromised or suspected of compromise
When a container has been left unlocked and unattended

Othertimeswhen deemed necessary by the FSO or CSA

O X X

At leastonce peryear

Feedback:

These are all requirements for changing the combinationto the lockfora container usedto store
classified information. The NISPOMdoes not require combinations to be changed annually,butan

FSO may choose to change them annuallyin addition to the otheritemslisted.
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Review Activity 7
In which of these cases would you need to make a report to your DCSA Field Office?

Selectall thatapply. Then check the Answer Key at the end of this Student Guide.
You needtostore several cubicfeet of CONFIDENTIALdocuments and have decided to converta

room inthe basementof yourfacility for this purpose.

O You currently store SECRET and CONFIDENTIALdocuments in atwo-drawer GSA-approved
container. You need more storage space, so you have decided to replace the two-drawer model
with a four-drawer model.

O You add anothercleared employeetoyourlist of persons who have knowledge of the
combination to yourstorage container.

An afternoon thunderstorm has knocked out the electrical powerinyourarea. As aresult, the
alarm system that provides supplemental protection foryour TOP SECRET storage during
nonworking hoursis not operating. You are told by the powercompany that service may not be
restored until morningand you have no other way to adequately protect your classified material.

Feedback:

A Change in Storage Capability report must be submitted afterthe initial acquisition of an approved
storage containerthatraisesor lowersthe level of classification thata contractor is able to safeguard,
inthis case because you have converted aroom of your facility for the purpose of storing
CONFIDENTIALinformation. Inthe case of the poweroutage, the classified information must be
protected continuously untilthe alarm system s restored and functioning properly. This may be
accomplished by havingan appropriately cleared authorized person stay with the material until the

situationisresolved.
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Review Activity 1
An authorized person may lock classified information in adesk drawer while going down the hall to

geta cup of coffee.
Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
False
Feedback:

An authorized person may notlock classified information in their desk drawer when they are not
present. Classified information must be underthe constant surveillance of an authorized person or

returnedtoits security container.

Review Activity 2
An authorized person may turn classified information overon their desk when an unauthorized

personis present.
Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

True
O False
Feedback:

An authorized person may turn classified information overon their desk when an unauthorized
personis present. Anauthorized person may also choose to coverthe classified information with
somethingorreturn the classified information toits security container when an unauthorized person

is present.
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Review Activity 3

An authorized personisresponsible for safeguarding classified information in arestricted area.

Selectall thatapply. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

True
O False
Feedback:

An authorized personisresponsiblefornotallowinganyoneto have unauthorized access to classified

informationinthe restricted area.

Review Activity 4

An authorized person mustescort or control the activities of their classified visitor.

Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O True
False
Feedback:

An authorized person must escort or control the movements of their classified visitor.
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Review Activity 1
Which of these cases represent good examples to reproduce classified information for operational

needs?
Selectall thatapply. Then check youranswersin the AnswerKeyatthe end of this Student Guide.

TOP SECRET documents in preparation of acontract deliverable
SECRET and CONFIDENTIALdocumentsin preparation of asolicited bid, quotation or proposal

SECRET and CONFIDENTIALdocumentsin preparation of patent applications to be filed in the U.S.
Patent Office

SECRET and CONFIDENTIALdocumentsinthe performance of a prime contract or a subcontract
Feedback:

All of these are good examples of classified information that may be reproduced fora company’s

operational needs.

Review Activity 2
You are alone making classified copies and the machine jams. You go down the hall to ask for help. Is

this action permissible or problematic?
Selectthe correctanswer. Then check youranswersinthe Answer Keyatthe end of this Student Guide.

O Permissible
Problematic
Feedback:

When copying classified information, you should stay with the copierif it malfunctions and send for

help, if necessary.
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Review Activity 3
John, an authorized person, hasavery busy schedule today and, therefore, has requested that his

administrativeassistant, whois notan authorized person, make copies of classified information on his

behalfforhis 2 p.m. meeting. Isthisaction permissible or problematic?
Selectthe correctanswer. Then check youranswersinthe AnswerKeyatthe end of this Student Guide.

O Permissible
Problematic
Feedback:

An authorized person may only designate someonewhois also an authorized person to make copies

of classified information on their behalf.

Review Activity 4
You made copies of some classified information foryour meetingin 10 minutes and noticed whenyou

got to your meeting that some of the classification markings were cut off on the copies. You decided
to distribute the copies to the meeting participants since they were just copies and not originals. Is

this action permissible or problematic?
Selectthe correctanswer. Then checkyouranswersinthe Answer Keyatthe end of this Student Guide.

O Permissible
Problematic
Feedback:

All security markings onthe originals should also appear on the copies of classified information.
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Review Activity 5
After making copies of classified information, Sarah made three blank copies on the copier. Isthis

action permissible or problematic?

Selectthe correctanswer. Then checkyouranswersinthe Answer Keyatthe end of this Student Guide.

Permissible
O Problematic
Feedback:

To ensure that no image of classified information remains on any image bearing part or surface of a

copier, you should make three blank copies afteryou have finished copying classified information.
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Review Activity 1
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services
undera classified contract with the Army. The company has justreceived a classified invitation for
Bids fromthe Navy. WW’s management thinks that the classified information generated forthe Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.
WW can request retention authority fromthe Navy.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
False
Feedback:

WW can request retention authority fromthe Army, notthe Navy, by identifying the classified
information and justifying the retention on the basis that continued retention will benefit the U.S.
Governmentinthe performance of the prospective contract with the Navy. The requestshould

indicate how much longerthe company will need to retain the information.

Review Activity 2
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services

undera classified contract with the Army. The company has justreceived a classified invitation for
Bidsfromthe Navy. WW’s managementthinks that the classified information generated for the Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.
If WW requests retention authority, they would need to do it within 180 days.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
False
Feedback:

WW would needtorequestretention authority within one month, not 180 days, since the standard

two-yearretention period will expire in one month
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Review Activity 3
Scenario: Twenty three months ago Western Widgets (WW) made final delivery of goods and services

undera classified contract with the Army. The company has justreceived a classified invitation for
Bidsfromthe Navy. WW’s managementthinks that the classified information generated for the Army

contract would be valuable in performing on the Navy contract, if WW is the successful bidder.

The Navy would need toissue afinal DD Form 24 indicating the final retention period and final

dispositioninstructions.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
False
Feedback:

The Army, not the Navy, would need toissue afinal DD Form 254 indicating the final retention period

and final disposition instructions
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Review Activity 4
In which of the following cases must classified information be returned or destroyed?

Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

When a contractor’s FCLis terminated

Within 180 days afterthe opening date of the bid, proposal, or quote if it was not submitted orif
it was withdrawn

O withintwoyears afterreceiptof the classified informationif it was not obtained underaspecific
contract

Within 180 after notification that the submitted bid, proposal, or quote had notbeen accepted

Within one year afterreceipt of the classified information if it was not obtained underaspecific
contract

Feedback:

Scenariosin which classified information must be returned to the GCA or destroyed, include: whena
contractor’s FCL is terminated; within 180 days after the openingdate of the bid, proposal, or quote if
it was not submitted orif it was withdrawn; within 180 days after notification that the submitted bid,
proposal, orquote had not been accepted; and within one year afterreceipt of the classified

information ifit was not obtained underaspecific contract.

Review Activity 5
Classified informationinthe form of regular paper may be burned.

Select True or False. Then check youranswerin the Answer Key atthe end of this Student Guide.

True
O False
Feedback:

Classified informationinthe form of paper may be burned, shredded, pulped, or pulverized.
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Review Activity 6
Destruction of classified information must ensure the information cannot be recognized or

reconstructed.
SelectTrue or False. Then check youranswerin the Answer Key atthe end of this Student Guide.

True
O False
Feedback:

Destruction of classified information must preclude recognition or reconstruction of the information.

Review Activity 7

When destroying classified information with ashredder, shred size is notimportant.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True
False
Feedback:

When destroying classified information through ashredder, shred size does matter. The NISPOM
prescribes a maximum shredsize of 1/32 inch by % inch and the DOD has a new specification of 1mm

by 5mm or less.

Review Activity 8
Two authorized personnelmust be presentforthe destruction of SECRETand CONFIDENTIAL

documents.
Select True or False. Then check youranswerinthe Answer Key at the end of this Student Guide.

O True

False

Feedback:

Two authorized personnelare required to be present forthe destruction of TOP SECRET information
but only one authorized personis required to be presentforthe destruction of SECRET and

CONFIDENTIALinformation.
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